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A blockchain technology representing a tool for data storage and transmission is briefly described in this review. Current trends of its 
development are also shown as well as currently known specific features and advantages of using the blockchain technology in medicine. 
The possibilities and prospects of applying the blockchain for solving some tasks in healthcare are analyzed. In addition, shortcomings and 
problems associated with the employment of this technology in medicine are also highlighted. 

Though the majority of the projects for using the blockchain in medicine are now being only developed, a sufficient number of them 
have already been realized, there have appeared applications in blockchain. An interdisciplinary approach and collaboration of physicians 
with blockchain specialists will provide the opportunity to use the rapidly evolving digital technologies in the field of medicine.
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Introduction

First applications of a blockchain technology (BT) 
became known in 2009 due to the development of 
a bitcoin cryptocurrency by a programmer Satoshi 
Nakamoto whose identity remains unknown [1]. The 
financial crisis of 2008 promoted in many respects the 
success of the bitcoin. People have lost credit to the 
bank and controlled financial organizations. Bitcoin 
suggested independence from public or any other 
centralized impact. This attribute was achieved owing to 
the application of the BT [2]. 

The blockchain technology is gradually changing the 
world just as Internet has recently done it. The interest 
in this technology is growing every day and there exists 
an opinion that in the near future all industries in the 
world will have to use the technologies connected with 
a blockchain [3]. The BT is called a “future Internet” 
predicting its fundamental role in the transformation from 
the internet of information sharing to the internet of value 
exchange [4]. 

At present, the BT is considered as part of the 
fourth industrial revolution which includes the invention 
of the steam engine, discovery of electricity, and the 
development of information technologies [5]. Owing to 
the properties such as immutability, transparency, and 
reliability of all operations performed in a blockchain, this 
innovative technology has a lot of potential possibilities 
for its application [6, 7]. It made it possible to create 
decentralized distributed public information systems 
where the consensus on the state of the distributed 

ledger is achieved due to the economic stimuli built in 
these systems. The BT has gained the most widespread 
usage in the financial sphere [1, 3, 8–11], trade [12–19], 
there are reports on the successful implementation of 
the technology into the system of education [20–26], 
decentralized cloud data storage [27–29], in the systems 
of electronic voting [30–32] and intellectual property 
protection [33–35], etc.

In this review, the possibilities of using BT in medicine 
have been considered. The following online databases 
were used to search for the literature for this article: 
PubMed using a “blockchain” search string [all fields] 
and “health” [MeSH Terms] or “health” [all fields]; 
eLibrary using “блокчейн” (blockchain) and “медицина” 
(health) as key words. Searching has been performed 
from April 2018 till October 2019. The publications were 
then considered based on certain criteria of inclusion or 
exclusion. All works published in medical journals on the 
problem of the BT application in medicine or healthcare 
have been included. Besides, the materials on the BT 
accessible on Google Scholar and ResearchGate have 
been also used. 

The main blockchain terms 
According to Wikipedia, blockchain, or originally 

block chain, is a continuous successive chain of blocks 
(a linked list) arranged according to definite rules 
and containing information. Commonly, the copies of 
block chains are stored in a great number of different 
computers independently of each other [36]. A more 
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clear definition is likely to be derived from the original 
designation of the BT [6]. Initially the blockchain was 
designed within the frames of solving quite a specific 
task, i.e. construction of a decentralized (without a single 
control center) financial system with any participant 
able to verify the correctness of its work. On this basis 
the blockchain can be defined as a way of storage and 
coordination of a database the copy of which is available 
to each network participant. The following conditions are 
observed: 1) the number of the participants is unknown; 
2) the participants are anonymous; 3) the participants 
do not often trust each other; each transaction must be 
validated by the majority [37]. 

Initially, the term “blockchain” originated from the 
method of information storage in the “Bitcoin” system. 
All transactions with the bitcoin are stored in a grouped 
form (transaction groups are called blocks). And each 
successive block contains a hash reference (a digital 
print) of the preceding one. In this way, a chain of blocks 
is originated; the blocks of transactions are inseparably 
linked with each other, and each new one is connected 
with the previous which cannot be changed without 
changing the new blocks. In fact, the blocks may be 
compared with pages in a note-book where each record 
has its order number. When the page is completed, 
numbering is continued on the next page. In this way, 
the continuity of all records from the first to the last can 
be verified [37]. 

The key feature of the accounting system of BT 
transactions consists in its functioning as an independent 
system. It does not have any central authority, 
organization, or administrator which would control it. 
The system is completely transparent and works on 
the principle of business logic defined within the frames 
of the protocol. The entire history of transactions is 
accessible by everyone but could not be altered without 
reaching consensus. It is explained by the connectivity 
of the blocks: if the record is changed in one block, the 
continuity of all successive ones is broken. The current 
cryptographic algorithms secure impossibility to evade 
these rules [37]. The technological breakthrough of 
the BT consists just in the fact that a mathematically 
provable method of creating a system which works 
under such conditions has been found. Therefore, this 
technology ideally suits the cases in which the members 
cannot principally trust each other by 100% but work on 
the accounting of the same data [8]. 

At present, the term “blockchain” may imply different 
things. Bitcoin enthusiasts think of “bitcoin-blockchain”, 
as a database which stores the logs on transactions with 
bitcoin [38–40]. Those who work in the financial sphere 
speak of the blockchain as a revolutionary technology 
capable of changing the financial world [12, 19, 41–43]. 
The rest assess the possibilities of realizing the BT in 
a concrete field of application: in commerce [44–46], 
education [24–26, 47], healthcare [12, 48–54], or within 
the frames of specific tasks: Internet of things [55], stock 
exchanges and crowdfunding [3], transfer of payments 

[56], management of delivery chains [57], contract sector 
[58], etc.

Blockchains are divided into: 1) public/private; 
2) permissioned/permissionless; 3) by the mechanism 
of gaining consensus [12, 14, 59, 60]. In the public 
blockchain, anyone can have access to transactions 
and carry out an audit, in the private one only a 
predetermined party may possess these rights. The 
permissionless blockchains allow anyone to become a 
validator (miner, participant of the verification) and create 
new blocks, in the permissioned ones only specially 
designated parties may verify transactions and generate 
the blocks.

A consensus protocol is a process by which a 
network of computers may come to an unambiguous 
solution aimed mainly to reduce the risks of forming an 
alternative blockchain, closing the network, or censoring 
some users.

Consensus “proof-of-work”: 1) the number of 
participants is unknown; 2) the participants are 
anonymous and do not have a reputation; 3) a vote 
is validated by the proof of work; 4) consensus has 
been achieved if the parties which control the highest 
computational power came to the consensus.

Consensus “proof-of-stake”: 1) the block developer 
is determined by the algorithm; 2) the chance to vote 
is proportional to the balance; 3) the participant loses 
his stakes if he validates incorrect or conflicting blocks; 
4) consensus is reached if the owners of most stakes 
managed to coordinate the database status.

Consensus BFT (the Byzantine fault tolerance): 
1)   the number of participants is already known; 
2)   the participants are identified and know each 
other; 3) addition or removal of a participant requires 
agreement of the rest.

Consensus FBA (federated Byzantine agreement): 
participants are equal, not anonymous, the number is 
not fixed; 2) participants chose only those whom the 
trust; 3) participants form the groups in which they gain 
consensus; 4) as the groups are crossed consensus is 
reached among all participants [61–63]. The last two 
consensuses are mainly used in designing medical 
applications [64].

In the book written by Svon [3] it has been shown 
that three stages in the development of blockchain 
applications can be distinguished: Blockchain 1.0 when 
cryptocurrencies were used as cash resources in the 
payment systems; Blockchain 2.0 when the technology 
was used in the form of various applications (shares, 
obligations, credits, smart contracts, and so on); 
Blockchain 3.0 was used in blockchain applications in 
the field of public administration, healthcare, education, 
science, culture, and art.

There are more complicated classifications of the BT. 
For example, P. Durov presents the following criteria of 
classification [65]:

1)   an architecture with a single or multiple block 
chain;
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2)   consensus algorithm;
3)   the type and rules of the blockchain elements: 

uniform, heterogeneous;
4)   absence or presence of the main chain, internal or 

external;
5)   interaction between the blockchains: loosely 

coupled or closely connected.
Ethereum and smart contracts occupy a special 

place in the BT [66]. Ethereum (from English ether) is 
a platform for creating decentralized blockchain-based 
online services working on the basis of smart contracts. 
Ethereum was created to execute the program code 
of any decentralized application. Unlike Bitcoin, it 
presents a wider set of accessible operations to the 
developer and enables him to create any programs. 
Thus, thousands of absolutely new applications can be 
realized in Ethereum [67].

A smart contract is the name of a computer code 
designed to organize the exchange of money, content, 
property, shares, or some other value. When run in 
the blockchain network the smart contract turns into 
a computer program automatically executed if some 
definite conditions are met. As the smart contract is 
running on top of a blockchain it works exactly as 
programmed: here no censorship, idle state, fraud, or 
intervention of the third party is possible [66, 67].

Blockchain in medicine 
In the course of the initial search for the articles on 

the examined topic, 83 works were identified in the 
PubMed database and 75 publications in the eLibrary. 
A great number of reports were found in Internet: 
50 publications appeared to be full-text magazine 
articles. It should be noted that new works, reports 
on startup organization, formation of research teams 
to study the possibilities of using the BT appear every 
day. The diversity of blockchain projects in the field of 
medicine today shows that far too many teams over the 
world make efforts to improve various aspects of this 
technology [68]. 

Presently, the main sphere of the BT application in 
medicine is electronic health cards (EHC). The system of 
EHC storage being developed in Russia will be arranged 
on the blockchain principle. It will be depersonalized 
meaning that data will be safely stored. The key will be 
individualized. The patient himself is supposed to decide 
who he wants to share the medical information with. 
This will be combined with the choice of the medical 
organization and general practitioner [69].

Several companies in the world are developing the 
technology of storage and access to patient medical 
records [70–84]. The Medicalchain startup project 
proposes the solution for digitization and safe storage 
of health cards in a blockchain ledger. The designers 
believe that this system will allow physicians, clinics, 
laboratories, and insurance companies to have access 
to the unified actual version of the health card excluding 

the possibility of loss or intended modification of the 
patient data [70]. 

Similar solution is proposed by blockchain-startup 
BurstIQ developing a uniform decentralized system for 
processing, storing, and transmitting data on the health 
of users and procedures related to it. In addition to the 
same services of managing individual health cards 
offered by Medicalchain, a BurstIQ platform provides the 
possibility to work with large arrays of data which is of 
special value to insurance companies and investigations 
in the field of medicine [71]. A distributed architecture 
model OmniPHR also pursues the objective to integrate 
personal health records as well as the entire medical 
information [72].

Guardtime company has created a BT-based system 
of patient personal identification. All users of this 
technology received smart cards which are connected 
with the EHC. When a patient visits a medical setting, 
hash is assigned to any update in the EHC and the 
data are recorded in the blockchain. This approach 
ensures that changes in the EHC records are safe and 
verifiable [73]. 

A MedRec platform proposes decentralized approach 
to the control of permissions, authorization, and common 
data usage in the system of healthcare. A blockchain 
in this application is designed for automated approach 
to a common use of data in clinical investigations. The 
authors of this conception declare that investigations in 
medicine will benefit from the use of the blockchain as 
this technology provides a fast and safe access to the 
necessary data [74].

DeepMind Technologies which is specializing in the 
artificial intelligence is developing a BT-based ledger 
of patient medical data for British hospitals. A special 
feature of these ledgers allows the system to provide 
secure data services under instructions of the hospital 
and data experts with the hospitals remaining in full 
control throughout. Using cryptographic tools the system 
will log any interactions with patient data. It will permit 
tracing the entire information about the corrections made 
in the ledger as well as about those who received access 
to patient data [75]. 

Doc.ai is a Russia startup which has combined the 
two most popular IT topics: the technology of artificial 
intelligence and the BT in the form of cryptocurrency. 
Doc.ai is planning to determine the physiological 
state of patients on request. An interactive system 
will communicate with a patient in a natural language, 
analyze genomic, pharmacogenomic, exposomic, 
anatomic data; the characteristics obtained from medical 
sensors; hematological data. Neuron tokens will provide 
access to the network and reward the users (individuals 
or research organizations).

Using tokens, users can arrange contests on the 
Neuron platform and create incentives (prizes) for 
specialists engaged in processing and analysis of 
medical data [76].

Open Longevity is one more Russian blockchain 
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startup developing a system of disease diagnosis 
and interpretation of medical researches. They intend 
not only to give the users full information about their 
health but to carry out clinical investigations in therapy 
against aging involving patients in this process: some 
users will attract funds to the project, others (or the 
investors themselves) will voluntarily participate in 
strictly controlled medical tests. The startup assumes 
responsibility for entire legal work to provide the 
compliance with the strict international requirements to 
the investigations of this kind [77].

Robomed Network is a project dealing with the 
development of the system for making and supporting 
smart contracts between medical clinics and their 
patients. The information BT-based Robomed system 
unites medical providers and patients. The smart 
contracts are protocols intended for verifying or 
providing the execution of the contracts. The Robomed 
Network stores all data in the electron card, allows 
tracking the dynamics of changes, and a complete cycle 
of patient management. The system does not depend 
on the territorial distribution of clinics, all input data 
are collected in a single database. On the basis of the 
history taken by a physician, the Robomed Network 
forms instructions on the disease diagnosis, and as a 
result, the doctor establishes a diagnosis while the 
system gives recommendations for treatment. The 
doctor receives obligatory recommendations for patient 
treatment which he may correct at his own discretion 
[78]. The Robomed company has also developed a 
mobile application which enables anyone to undergo 
diagnostic procedures and start to receive treatment. 
A patient, clinic, and physician will interact directly 
through the smart contracts [79]. 

Owing to the BT integrated into the Doctor Smart 
service, a primary remote consultation with a physician 
will not be inferior (in quality and capabilities) to the direct 
communication with the doctor. All medical providers will 
be mandatory certified and these data will be accessible 
for all users and cannot be fictitious. Doctor Smart use 
the BT for financial transactions: all operations between 
the service clients and health providers are realized on 
the basis of tokens and smart contracts in Ethereum. 
The clients will be able to see prices for the services in 
the local currency and payment may be done on request 
by a bank card or using common electronic payment 
systems. Besides, Doctor Smart proposes acquisition 
and predictive analysis of information from wearable 
devices (e.g. fitness trackers). The service can perform 
continuous monitoring of the client’s state of health, warn 
him about diseases, give advice on their prevention 
[79]. Similar approach is proposed by the designers of 
Bioritmai, a public system for body state control and 
early detection of cardiovascular diseases [80].

One more potentially valuable project is Gene 
Blockchain which focuses on the work with human 
genome. The company supply technologies and 
software products for sequencing and analysis of 

genetic sequences. On the basis of the project 
materials, the data obtained after the processing may be 
subsequently used for pathology diagnosis, selection of 
the appropriate drugs, and methods of treatment. Owing 
to the BT, the company is planning to make genetic 
investigation standard and less expensive [81].

A Russian company ARNA Genomics dealing with 
the problem of early detection of oncological diseases, 
is developing a biotechnological platform Arna Panacea 
based on the BT which will unite the participants of 
the medical research market. The platform intends 
to significantly reduce the terms of development 
introduction in the field of biotechnologies into the 
market, create a single protected storage of clinical data 
on oncological diseases, and provide open interaction 
between scientists, physicians, patients, pharmaceutical 
and insurance companies [82]. 

Advantages of using the BT in clinical investigations 
have been noted in the literature [83]. The BT allows 
clinical trials to be safely automated using smart 
contracts. At the same time, the technology provides 
thorough control of the data, their safety, and execution 
of common requirements both by a separate patient and 
all the participants of the clinical trials. 

The BT can also be used to optimize the control and 
improve the efficacy of treatment due to the creation of 
the official ledger to track the quality of the components 
used in the production of pharmaceuticals and their 
distribution, and to provide prescription authenticity [84]. 

Benefits and limitations of using blockchain  
in medicine

The analysis of the literature allows the authors 
to speak of a great potential of using the BT in the 
healthcare system.

Decent ra l i za t ion. Blockchain may become a 
basis for decentralized control of medical data where 
all interested parties can control access to one and the 
same medical records and nobody will play the role of a 
central organ managing the global medical information.

Improved da ta  sa fe ty  and conf ident ia l i t y. 
The attribute of blockchain immutability increases the 
safety of the data stored in it as the information saved 
in the blockchain cannot be damaged, changed, or 
restored. All medical data in the blockchain are encoded, 
time-stamped, and added in the chronological order. 
Besides, information on the health state is protected 
in the blockchain with cryptographic keys which help 
protect a person and confidentiality of patients. 

Persona l  ownersh ip  o f  med ica l  da ta. Patients 
must possess their data and control the way they are 
used. Patients must be sure that information about 
their health is not used by other interested party and 
they must have a tool to reveal cases of such misuse. 
The blockchain meets these requirements by means 
of reliable cryptographic protocols and strictly defined 
smart contracts.
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Access ib i l i t y  and re l iab i l i t y. Since the logs 
in the blockchain are replicated in several nodes, 
accessibility of medical records stored there is 
guaranteed. The system is reliable and resistant against 
data loss, there damage, and some attacks on storage 
security.

Transparency  and conf idence. The blockchain 
creates an atmosphere of confidence around its 
healthcare applications owing to its open and transparent 
nature.

Data  ver i f iab i l i t y. It is possible to verify the 
integrity and validity of the records kept in the blockchain 
even without access to the open text. This function is 
very useful in the system of healthcare where record 
auditing is required, for example, to control the chain of 
pharmaceutical preparation delivery or analyze data on 
insurance requirements [8].

But there are also some limitations of using the 
blockchain in medicine. They are as follows [85–87]: 

1)   privacy of information — how to store all 
transactions in a common database without uncovering 
private information; 

2)   processing power — how to handle a large volume 
of transactions;

3)   control — how to make decisions on updating 
protocols in a decentralized medium; 

4)   storage volume — how to store only minimal data 
volume to save the space in the blockchain;

5)   responsibility — how to identify a guilty person in 
case of a conflict or error.

Problems in delineation of the access to information 
and fixation of its level also exist [88, 89].

The analysis conducted showed that a number of 
uneasy conditions should be fulfilled in order to use the 
BT in medicine: 

1)   to digitize all data and processes;
2)   to have a sufficient number of specialists on 

cryptography;
3)   to unify the rules for all participants;
4)   to achieve transparency of the decisions made.
Blockchain as a technology is not amenable to 

regulation, only separate projects may be regulated 
(for example, storage and processing of personal and 
medical data, etc.) [90, 91]. The problem of quality 
control in rendering medical services has not been 
solved adequately in the BT [92, 93].

However, despite all limitations the BT becomes 
a widespread technology in medicine. A joint use of 
artificial intelligence (AI) and the BT is thought to be 
especially interesting direction for further development of 
the BT in the healthcare system. A great experience of 
using AI in different fields of medicine has been already 
accumulated [85, 94–98]. A great amount of individual 
data which can be processed with the help of AI may 
be generated in the distributed blockchain database. 
A blockchain-based smart system designed to support 
decision-making will precisely formulate a patient 
diagnosis by the results of the data analysis. 

In terms of security, AI will simplify the work with 
blockchain. Neuron networks will be able to handle 
personal patient information directly in the encrypted 
form omitting intermediate stages of translation into the 
readable form. In this way, weak points and loopholes 
will be avoided during data processing [99].

The main issue in using AI in medicine is the difficulty 
of tracking the correctness of the decision made. The 
computation system operates with multiple variables 
and during the work teaches itself and generates new 
models. Therefore, there remains the necessity of 
human control of the artificial intelligence work. If all the 
decisions of the AI are reflected in the chain of blocks 
it will be always possible to verify whether the machine 
has chosen the right or erroneous way [99].

Classic computers use hashing algorithms to process 
the chain of blocks requiring great computational 
power. The attempt to use AI in this case will help to 
handle and encode information in a more rational and 
fast way. Self-teaching of the AI system will provide 
the opportunity to abandon the primitive methods of 
cryptography and enable the processing of the code in 
a new way [99].

Conclusion
Blockchain technologies become increasingly used 

in medicine and healthcare. They make it possible to 
transfer the work to the digital medium, digitize all data 
and work with all documents within the frame of a large 
global public information system. Though the majority of 
the projects are at the design stage, the results of their 
implementation will be evident in the near future. An 
interdisciplinary approach and collaboration of physicians 
with blockchain-specialists will provide the opportunity to 
use the rapidly evolving digital technologies in the field of 
medicine.
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