REVIEWS

Information Technology in Health Cate:

Information Retrieval, Processing,
and Protection (Review)

DOI: 10.17691/stm2018.10.3.26
Received October 22, 2017

A.S. Mukhin, MD, DSc, Professor, Head of the Department of Surgery;

© A.B. Kuznetsov, MD, PhD, Assistant, Department of Anesthesiology and Resuscitation;

1.S. Simutis, MD, PhD, Assistant, Department of Anesthesiology and Resuscitation;
L.A. Shchegolkov, MD, PhD, Assistant, Department of Anesthesiology and Resuscitation;
G.A. Boyarinov, MD, DSc, Professor, Head of the Department of Anesthesiology and Resuscitation

Privolzhsky Research Medical University, 10/1 Minin and Pozharsky Square, Nizhny Novgorod, 603005, Russia

Hacker attacks on information resources in clinics of the UK, Belgium, Lithuania, clinical and biochemical laboratories in-Russia and
Belarus in 2017 as well as the refusal of 199 German hospital managers to use modern computer information technologies in 2016 gave an
impetus to investigate the issue of computerization in health-care facilities.

The need for using computer information technology is unchallengeable, though its current use in clinical practice is associated with
a number of problems. Besides, the amount of clinical data is increasing, while some information remains unanalyzed posing risks of fatal

errors.

This review describes the problems of computer technology implementation, use, and protection. To make computer technology work
effectively in the health care system, we have to deal with the following problems: architecture compatibility, perception and interpretation of
handwritten text, interpretation of medical terms, text formalization and standardization, creation of electronic medical notes, development
of electronic medical records and databases, personalization and protection of information.
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Introduction

Development of high medical technology leads to an
increase in the flow of digital information in health-care
facilities, however, some data are not analyzed, which
may cause fatal consequences [1, 2].

In computer science, the human body is a complex
hierarchical self-regulating system, while critical
situations are considered as a simultaneous action of
many factors with possible effect, which is difficult to
describe mathematically [3-9].

The need for using computer information technology
is beyond argument. For example, today, 88% of
medical workers use smartphones to communicate with
each other, receive orders, interpret laboratory tests and
perform mathematical calculations [10-13]. However,
the wide use of computer technology is difficult due to a
large number of emerging problems [14-34].

The problem of architecture compatibility. The
computer hardware platform (architecture) includes
software controlling the processor core and a set of
commands. Hardware platforms differ in components
and software. Dissonance in the operation of hardware
platforms is caused by differences in codes, processors,

capacity, motherboards, programming languages,
software. Coordination of software functions on more
than one hardware platform is no easy matter, a task
that remains unsolved. The same software developer
often provides many incompatible software products
for different operating systems, 32-bit and 64-bit
versions are found within one operating system. To
solve compatibility problems, auxiliary programs serving
as bridges should be created, their developer must
understand clearly the capabilities of existing and new
equipment whose complete characteristics are often
withheld by the manufacturer. The time for creating
bridge programs is equal to or exceeds the time of
acquiring up-to-date equipment. As a result, the problem
is cycled [22, 35].

The problem of text perception and interpretation
by the computer. The array of medical information
is usually stored on paper. Its replacement with
electronic copies is blocked by differences in computer
infrastructure development in each individual health-
care facility, unequal distribution of computer knowledge
among employees, administrative deterrence.

In natural speech, a word or phrase can have more
than one meaning [30, 36]. In context, they are easily
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understood by man; in a number of cultures (China,
Japan, Mongolia), the context is one of the main
features of speech. For a computer, this situation is
unacceptable, therefore misunderstanding begins at
the stage of computer perception of the text. Automated
methods of natural language processing are still
complicated structurally, ineffective and compatible only
with standardized electronic medical records at best
[37]. Computer software requires bloated deductive
“interpreting” applications often exceeding the main
program in volume.

Exact interpretation of synonyms, homonyms,
abbreviations, neologisms is a difficult task as correct
text interpretation depends on the meaning chosen by
the computer program [38—42]. Many medical terms
are also ambiguous and a computer program cannot
automatically identify most of them [43—46]. Blank text
fields, doctor’s handwriting, unusual word combinations,
and expressions aggravate the problem. Even readable
medical texts cannot be subjected to automatic
processing, it is necessary to adapt them manually,
which takes time and requires trained professionals
[47-50].

The problem of text formalization. Formalization
(archetypization) is a very time-consuming manual
process because it is impossible to automate exact data
transfer to a computer program [51]. For example, a
computer program is unable to understand that Russian
word “obpasoBaHue” has different meanings depending
on the context: physical meaning (formation of an
electron), pedagogical one (education). Besides, it takes
no account of the subtext or the previous text to solve
the current problem when an ambiguous expression
(anaphor; Greek anagpopd — expression, ascent) refers
to an earlier statement (antecedent; Latin antecedens —
previous). Anaphoric-antecedent combinations are
poorly compatible with computer languages, require
special semantic (Greek semantikos — meaning) bridge
programs, rigid fixation of co-referential anaphoric-
antecedent combinations [52]. To formalize medical
expressions, it is necessary to create a new professional
language for medical workers that would be fully
understood by computer programs.

The Unified Medical Language System (UMLS)
developed by the National Medical Library of the USA
is structurally complex, cumbersome and problematic in
practical use [53].

The problem of text standardization.
Standardization of natural language concepts is
another unsolved problem [54-56]. For example,
adoption of unified international terminology standards
is complicated because of language differences. Even
standardization in conventional paper form is hardly a
common practice. Wijdiks [57] found that 70 (88%) of
80 countries have recommendations for determining
brain death, and 55 (69%) have standards for organ
transplantation.

For accurate

interpretation of fragmented (part/
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whole) data, a computer program has to establish many
relationships between parts of the whole and to have
extensive knowledge in a particular subject area [58,
59]. The computer copes successfully with structured
tabulated data (order forms of drugs, arrays of laboratory
indices). However, unstructured textual data processing
in different natural languages is impossible without
numerous and often incompatible bridge programs which
are more complex than the main program [60].

Standardization problem is complicated by the fact
that groups of scientists create a specialized language
making their communication in a restricted team easier.
This creates barriers not only for computer programs
but also for colleagues, even if they work in the same
organization [61].

The problem of creating electronic medical notes.
Existing methods of automated text processing are
unable to make notes understandable for a computer
program [25, 62]. However, formalized standardized
notes are the basis of an electronic medical record [63].
Development of programs for automated processing of
electronic medical notes as well as small administrative,
laboratory, clinical databases can significantly simplify
diagnostic and treatment processes, but creation of such
products is extremely expensive time-consuming task
[64-67].

Computer technologies have revolutionized medical
imaging (table, graph, picture), solved problems of
creating, obtaining, archiving, storing and exchanging
high-quality scan images, increased the importance of
electronic medical notes [68, 69]. However, about 80%
of the information cannot be processed automatically
because it is stored in an unstructured form [70].

The problem of creating electronic medical
records. The electronic medical record (electronic
medical history) is intended to become an important
part of global medical information electronic databases
[71, 72]. Today, it is information software [73-80] limiting
medical processes to a rigid framework necessary for
data processing. However, the human body as the most
perfect and rapidly changing biological system does not
fit into the strict boundaries of that framework. Visual
data analytics can be a solution [81].

Creation of electronic medical records is unthinkable
without wide dissemination of systems for registration,
storage and presentation of patient information as well
as drug provision [82-91]. Besides, standardization of
concepts and terminology is required for their effective
use [92].

The problem of creating electronic databases.
The electronic database is a network system for
storage, analysis, and management of large volumes of
heterogeneous data in a single format [93]. Centralized
medical databases include electronic patient records
and local information systems [94, 95]. Database
effectiveness shows itself even in simple ordering
of indices, normalization of distribution increases
sensitivity from 48.3 to 92.0%, specificity from 70.5
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to 99.8% [96-98]. It is important to build databases
simultaneously with new method implementation as
in Food and Drug Administration (FDA) when using a
surgical laser: messages — 21, of them 7 were about
the fatal outcome [99].

Centralized databases require powerful and
expensive search engines as data comes from
information systems in different formats and may have
differences in schema and encoding making it difficult
to recognize the content of a certain source. Often only
abstracts of articles are processed, which makes it
almost impossible to exchange and integrate data [68,
100-102].

The problem of using computer technology.
Untimely recognized and corrected problems in the work
of equipment in operating rooms and intensive care
units may affect health care quality and lead to disability
or death [103—-105]. The situation is aggravated by the
fact that doctors admitted to independent work are
sometimes poorly trained to use high-tech equipment,
they often acquire practical skills on patients putting
their health and life at risk [106—108]. Moreover, medical
staff of operating rooms and intensive care units often
receive a large number of fragmentary, contradictory,
unsystematic and sometimes untimely data. In
conditions of acute time shortage, all of this complicates
analysis and correct interpretation [1, 109-113]. Attempts
to clarify the information may be left without response
as the computer program does not always understand
requests addressed to it [114]. Nevertheless, computer
technology deployment has greatly facilitated diagnosis
and treatment of patients.

For example, computed tomography with automated
quantitative analysis of the cranial vault, suture, and
intracranial volume asymmetry parameters increased
the average accuracy of diagnosing neurological and
neurosurgical diseases from 86.9 to 91.9% [115].
Computer consulting system gives the surgeon correct
leads as to the necessity of using neurophysiological,
ultrasound and neuronavigation equipment in 90-95% of
cases [116]. At the same time, the computer system for
semi-automated ultrasound examination of carotid artery
bifurcation stenosis requires a thorough analysis of its
effectiveness [117].

A computer system is being developed for obtaining
and storing information, extracting knowledge from
databases, predicting the risk of adverse outcomes
with elements of training the system based on neural
networks by analogy with natural neurogenesis,
apoptosis, neuroplasticity [118, 119].

Personalization problem. Events with non-fixed
status underlie functional impairment of vital organs/
systems. For example, coagulogram indices may
indicate a hypocoagulation phase of disseminated
intravascular coagulation syndrome in a particular
patient, while there are no signs of internal bleeding,
blood-soaked bandages or hemorrhagic manifestations
on the skin and mucous membranes [120].
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This situation puts the doctor in a difficult situation
because treatment standards are regulated by
quantitative indices. In view of this, personalized
medicine that studies the individual response to the
disease or pathological condition is becoming more and
more important. With this approach, each diagnostic
and/or therapeutic action is strictly personalized for
the patient [31, 121-124]. Attempts are made to
use mathematical methods for calculating the risk of
complications, drug administration/withdrawal when
correcting the functions of vital organs/systems such as
the heart, liver, immune system [26].

Mathematical analysis and computer modeling prove
to be effective in predicting treatment results when
biological parameters are rigidly connected with the
laws of physics and mathematics: for example, when
calculating the biophysical parameters of multifocal
implantable ocular lenses (artificial eye lenses).
In areas where there is no that rigid relationship
(critical conditions, multiple organ failure), the problem
of predicting treatment outcomes remains unsolved
[125-127].

The problem of data protection. Centralized
databases prefer to store information in “cloud” storage
on a remote server, though it is unsafe. Nobody
guarantees that server service employees do not exceed
their official authority and do not want to access the
stored information [21, 128-136]. Even protection is
useless in this case: 1) password protection: a complex
password; 2) attribute: a magnetic card, a smart card, an
intelligent token for USB access; 3) biometric protection:
identification by physical or behavioral traits of a person
[15-17].

Stationary, mobile, and especially implantable medical
electronic devices (lung ventilators, cardiac pumps,
defibrillators, pacemakers, perfusors, infusion pumps,
biosensors, neurostimulators) [21, 24] for supporting
or replacing vital functions of organs/systems are
exposed to danger of hacking, unauthorized changes
in parameters, as well as complete remote shutdown by
intruders, which makes their use unsafe. In this regard,
creation of software to protect such devices is one of the
most important challenges in the development of high
medical technologies.

The problem of information technology
effectiveness. At present, practical use of modern
computer resources is hardly effective [137]. Attempts
to standardize terminology even in the simplest
professional language of nurses are uncoordinated,
research is duplicated and knowledge base requires
updating [138].

The widespread belief that electronic medical
records improve diagnostic and therapeutic measures
has proved inappropriate in situations where it is
necessary to act in a rigid time-frame: emergency care,
surgery, anesthesiology, resuscitation [29]. The value of
electronic medical records is somewhat exaggerated,
since most of the data is presented in a free text
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format and cannot be used for analysis, algorithm
development, creation of clinical decision support
systems [27].

In this regard, the ever-growing volume of information
in databases can only potentially improve medical
care. To process incoming information of various types
and structure, high-performance computer programs
running only on a very powerful and expensive computer
operating system are required [139].

Most of the known databases are lists of terms in a
hierarchical sequence of coded indices designed to solve
a single task. For example, computer programs using
source codes automatically identify one-component
dosage forms in 62.5%, while multicomponent ones only
in 7.5% of cases. The problem of centralized databases
is clinical terminology differences in various medical
databases [140]. It is impossible to find all the available
information in a centralized database at user request,
about 90% is estimated as a good result, however, the
information obtained may be false or outdated, since
the source of information is not recorded [68, 141]. The
accuracy of text interpretation even in standardized
medical records in databases is insignificant: it is 0.897
for subject “test”, 0.852 — “face”, 0.855 —“problem”,
0.884 — “treatment” [25].

The increase in the number of users who
simultaneously access the system leads to the increase
in the time of response to the request. Fast reliable
response is possible under the load less than 0.5
resource power [142].

Free domestic web service with OnDoc mobile
application created without participation of medical
specialists offers the patient personal health analytics,
identification of possible risks, recommends ways to
eliminate them.

After signing-up on the site, an electronic device
equal to a smartphone in class is used to enter the
following data: age, height, weight, blood group,
blood pressure of comfort, heart rate, visual acuity,

blood sugar level, cholesterol level, temperature,
allergies, surgeries, habits, lifestyle, prescribed
medications, doctor recommendations. The patient

receives reminders about follow-up visits, additional
recommendations, test results, extracts from electronic
medical records. Based on recognition (digitization) of
documents and information entered, the application
creates an electronic medical record that is stored on
the patient's personal device. Development of new
modules expands the capabilities of OnDoc service, but
the application no longer fits in a regular smartphone
requiring new expensive devices [18].

The use of new expensive diagnostic medical
equipment is unreasonable in many cases.
Computerization has increased the cost of cancer
treatment in the United States by 72% over the past
ten years without remarkable improvement in treatment
outcomes, which compromises health system ability to
provide quality cancer care using computer technology
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[22, 32]. The use of 3D technology for modeling the
planned surgical treatment is limited due to high cost
of equipment and lack of specialists [14]. For example,
managers of 199 German hospitals abandoned
three-dimensional multi-level computer model of
clinical information logistics in favor of less complex
conservative methods [28, 32].

Complex studies involving physicists, chemists,
mathematicians, engineers, biologists are required
for mathematical representation of complex biological
processes and minimization of clinical tests. Long-term
systematic search for simple, convenient, universal
software with a set of functions ranging from knowledge
extraction to decision-making leads to no success [32,
143]. Existing computer systems for risk assessment
fail to record 50-96% of critical situations [99]. The
state of medical information technology looks like
information chaos when it comes to the analysis of
events with non-fixed status, such as critical conditions,
multiple organ failure [19, 33]. A simple formula is
relevant in these conditions: fatal outcome probability
FOP (%)=25DF+2A+1C, where DF is the number
of vital organs/systems with decompensated failure
(severe dysfunction) and/or lack of functions, A is the
number of acute diseases and/or exacerbations of
chronic diseases, C is the number of chronic diseases
[9, 144].

Conclusion

Computer information technologies can both
simplify and improve the quality of medical care, but
their effectiveness is quite low today. Therefore,
search for simple, fact-based ways to predict treatment
outcomes in real time remains an urgent task of health
care today.

Study funding and conflict of interests. This study
was not supported by any financial sources and the
authors have no conflict of interests to disclose.
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